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Introduction



Raccoonline is a decentralized VPN (“DeVPN/DFS”) service with a decentralized 
file storage system, providing anonymous and secure data storage and Internet 
connection. Based on the principles of decentralized distribution and end-to-end 
encryption of traffic within the decentralized  VPN network, which ensures a high 
level of data protection and user privacy.

Main Feature�
� Decentralized Network: Raccoonline uses a decentralized network of nodes distributed 

throughout the world, which ensures a stable and fast connection without a single point of 
failure�

� Decentralized Internet access: network output nodes change with each session, ensuring 
user privacy and free access to information�

� Invisible: Racoonline nodes are not tracked by traditional anti-VPN methods�

� Collective reward system (“Network Mining”): sharing their channel with other network 
participants, taking part in the network as an output or intermediate node, users receive 
rewards according to their contribution to the network. Blockchain is used to save data on 
user contributions, which ensures transparency and equality in the distribution of rewards. 
The ROCC token is a means of reward and a method of recognizing the user’s contribution 
to the network�

� DeVPN Routers: A key feature of the product is its own DeVPN routers, offered as an 
additional option for users. These routers provide secure connections to all devices on 
your home network, including smartphones, computers, gaming consoles, and smart 
devices. The router also functions as a home NAS (local network storage) connected to a 
decentralized file system, which gives permanent and independent access to stored files, 
through a client application or when logging in to another router�

� Subscription: To access the service, users can subscribe, which gives them full access to 
the functionality of the DeVPN service and the ability to use DeVPN routers. The 
subscription gives access to a limited amount of space in the decentralized file system, the 
size depends on the type of subscription.
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� Data Encryption: Raccoonline uses end-to-end encryption to protect user data from illegal 
access and eavesdropping. This ensures complete confidentiality and security when 
transmitting information over the Internet�

� Variety of output nodes: The service provides access to a wide selection of servers around 
the world, allowing users to bypass geographic restrictions and access content not 
available in their region.

2

In-depth Tech



Raccoonline is a DeVPN service that operates on a decentralized architecture, providing a 
high level of privacy and security for its users. 


Using elliptic curve cryptography and a session key scheme, Raccoonline guarantees high 
data security and confidentiality of transmitted information. 

Decentralized file storage system further strengthens security by ensuring anonymous storage 
of user data without the risk of centralized information leakage. Each user connects to the 
DeVPN network using unique session keys, which provides individual protection and privacy 
during the online session. 



This approach not only protects against external threats, but also prevents possible attacks 
within the network, ensuring security at all levels. 



Raccoonline demonstrates modern security standards, meeting current user requirements in 
the field of data protection and privacy on the Internet.

White Paper
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Session Tunneling



Raccoonline provides a secure connection through a session tunneling technique based on 
the principle of limited knowledge of neighboring nodes.

This approach allows users to transfer data through an encrypted tunnel without revealing the 
full network topology or personal information of other participants. 



Session tunneling ensures confidentiality and data protection, ensuring secure online 
interactions.

Each session establishes unique encryption keys, providing individual security for each 
connection. 



This security method is actively used in Raccoonline, providing a high level of security and 
privacy for all users.
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The Racoonline DeVPN network uses a technique for anonymously assessing the channels of 
neighboring nodes to increase the speed of the network. 


� are online and have continuously transmitted 1 terabyte of data�

� having a high rating for network testing at launch�

� Located at a distance of no more than 1 node from a high-priority node�

� Located at a distance of at least 2 nodes from the low-priority node;



If 1 criterion is not met, the priority drops to medium; if 2 criteria are not met, the priority drops 
to low.



This ensures high performance when processing data for the end user/request sender.



Nodes receive high priority if�

www.raccoonline.com
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Racoonline Routers


DeVPN routers represent a key feature of the product. In the modern Internet, such complex 
solutions are becoming increasingly popular among users. They are offered as an optional 
extra, providing a reliable and secure connection to all devices on your home or office network. 
These routers help keep smartphones, computers, game consoles, and smart devices secure 
by creating a secure tunnel for data passing through the network.



In addition, DeVPN routers perform the functions of a home NAS (network-attached storage), 
providing constant access to stored files. They are connected to a decentralized file system, 
allowing for independence and data management directly from the home network. Users can 
easily access their files through the client application or log in to another router, providing 
flexibility and ease of use.



Using DeVPN routers on a home or office network allows users not only to ensure the security 
of their data, but also to manage it directly from their own home. This significantly improves 
the level of information security and reduces the risk of data leakage, which becomes 
especially relevant in the modern digital world, where privacy and data security are a priority 
for many users.




The Raccoonline DeVPN offers a "traveling data stream" mode that generates unique routes 
through the decentralized network every time you connect or access a website. 

This mode provides an additional level of anonymity and security, protecting users from 
possible traffic tracking and analysis. 

By traversing different paths, each connection becomes difficult to distinguish and defies 
conventional monitoring methods. The "roaming data flow" mode makes the use of 
Raccoonline even more reliable and secure, ensuring the confidentiality and protection of user 
data on the network.

White Paper
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Subscription Service


The subscription mechanism gives users access to the full functionality of the DeVPN service 
and the ability to use DeVPN routers for a fee. 



The economic component of this mechanism is that users pay a subscription for a certain 
period of time (for example, monthly or annually), which provides a stable income for the 
Raccoonline service providers.



The amount of available space in a decentralized file system also depends on the subscription 
type chosen, which may encourage users to choose more expensive subscription plans to get 
more storage.



Thus, the subscription mechanism creates mutually beneficial conditions for users, providing 
them with access to the necessary functions and the ability to choose the optimal level of 
service in accordance with their needs, and also provides a stable income for participants and 
the Racoonline network itself.

Base subscription features


For example, with a subscription price of $10 per month, a user can gain access to the full 
functionality of the DeVPN service, use DeVPN routers and have access to 100 GB of space in 
a decentralized file system. 



The user who has paid for the subscription will be able to use the VPN service to bypass 
geographical restrictions, ensure Internet security and anonymity on the Internet. Additionally, 
he will be able to connect his devices to a DeVPN router to protect his entire home network.



Regarding the decentralized file system, the user will be able to upload, store and share files 
through this service, while having access to 100 GB of space to save their data.

Thus, for $10 per month, a user gets access to a wide range of services provided by the 
DeVPN service, as well as limited file storage space on a decentralized network.
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ROCC Token


The "Network Mining" collective reward system is a mechanism that allows users to receive 
rewards for their participation in the network. Participants can share their channel and disk 
space with other users and participate as an exit or intermediate node. For this they receive 
rewards in proportion to their contribution to the network.



Blockchain is used to ensure transparency and equality in the distribution of rewards. This tool 
allows you to store data about user contributions to the network and provides a reliable 
system for recording and distributing rewards.



The ROCC token, in turn, acts as a means of reward and a method of recognizing the 
contribution of participants to the network. Users receive rewards in the form of ROCC tokens 
for their contribution to the network, which they can then use within the system.



The collective reward system encourages user participation in the network, ensuring that they 
are fairly rewarded for their contributions and promoting the development and efficient 
operation of the network as a whole. It creates conditions for active user participation in the 
overall process and ensures the stability and sustainability of the network in the long term.



The approximate result of a 24-hour client operation in intermediate node mode will be 10.42 
ROCC per month, subject to a constantly active 10 Mb/sec (receiving and uploading) 
connection and providing 10 GB of disk space for the operation of the network.






Sub type Network Mining Power Storage VPN-router 
control panel Wandering Flow

Without Sub 0.05x - - -

Basic 0.25x 100 GB + -

Hi-Sec 0.5x 500 GB + +

Data Fortress 1x 1 TB + +

White Paper
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LEGAL DISCLAIMER


NO PROSPECTUS OR OFFER TO INVEST IN OR PURCHASE A SECURITY 
OR FINANCIAL INSTRUMENT
 

The ROCC is designed as a pure payment token (cryptocurrency) and does therefore, 
according to their structure, not constitute a security or financial instrument. Nothing in this 
White Paper shall be deemed to constitute a prospectus or offer document for securities or 
financial instruments of any kind in any jurisdiction nor does it in any way pertain to an 
offering or a solicitation of an offer to buy any securities in any jurisdiction. 



This White Paper is for project description and informational, illustration and discussion 
purposes only and does in no way provide an offer to sell or a solicitation of any offer to buy 
neither the planned ROCCs nor any security or other financial instrument. Furthermore, this 
White Paper does not constitute an investment recommendation to acquire ROCCs or for the 
disinvestment of other securities, financial instruments or other assets.

ESTABLISHMENT OF A LEGAL RELATIONSHIP SOLELY ON THE BASIS OF 
INDIVIDUAL AGREEMENTS
 

This White Paper does not imply any elements of a contractual relationship. The content of 
this White Paper is not binding for the Company and is subject to change in line with the 
ongoing research and development of the Raccoonline VPN. Any legal relationship between a 
token purchaser of the planned ROCC and the Company is not established by this document 
but solely based on separate individual agreements and conditions, in which the rights and 
obligations of a token purchaser and the Company are ruled. In case of any ambiguities or 
contradictions the regulations of the individual agreement take precedence over the 
information contained in this White Paper.

NO REPRESENTATION OR WARRANTY AS TO THE INFORMATION 
CONTAIN IN THIS WHITE PAPER
 

The information contained in this White Paper is for general understanding purposes only. 
This White Paper is for discussion and presentation purposes only. The Company endeavours 
to keep the information contained in this White Paper up-to-date and correct, however, the 
Company has no obligation to update or keep current any information or projections contained 
in this White Paper.

White Paper
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The Company does not make any representation or warranty of any kind as to the accuracy, 
completeness, reliability, suitability or availability of the information contained and the 
conclusions reached in this White Paper.

White Paper

HIGH RISK OF LOSS

 

The purchase of ROCCs involves considerable risks. Therefore, a token purchaser should not 
invest a substantial part of its assets for the purchase of ROCCs and should be economically 
able to cope with a total loss of the investment. A token purchaser should have experience 
with cryptocurrencies, in particular issued by start-up companies, and should be able to 
understand the economic and technical interdependencies of the entrepreneurial activities of 
Raccoonline and the ROCC and the impact on the value of the ROCC.

NO FINANCING THROUGH LOAN

 

It is strongly advise against the financing of the purchase of ROCCs through a loan. The 
obligations to pay interest and amortisation remain even if the purchased ROCCs should 
become worthless.

THIS WHITE PAPER DOES NOT REPLACE COMPETENT ADVICE

 

This White Paper merely gives an overview over the planned investment and business 
activities of The Company, the Raccoonline VPN and the planned ROCC. This Whitepaper does 
not constitute investment, economic, legal, tax, regulatory, financial, accounting or other 
advice, and is not intended to provide the sole basis for any evaluation of a transaction on 
acquisition of ROCCs. This White Paper cannot replace investment, economic, legal, tax, 
regulatory, financial, accounting or other advice. Prior to the acquisition of ROCCs, a token 
purchaser should independently assess any possible risks, seek advice with respect to the 
economic, legal, regulatory and tax implications of the purchase of ROCCs and should consult 
with his/her own investment, legal, tax, accounting or other advisors to determine the potential 
benefits, burdens, risks and other consequences of a purchase of ROCCs. The Company does 
not accept any liability with respect to the personal economic goals a token purchaser strives 
with the purchase of ROCCs.
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Token allocation

White Paper

Integrations an partnerships 10.0%

Liquidity ( incl. BSC) 15.0%

Teaam & Advisors 10.0%

Tokensale 15.0%

Liquidity for Pancakeswap 2.1%

Marketing 1 3.8%

Reserve fund 14.2%

Racconline Foundation

General Info Description ROCC %

Tokensale 15.000.000 15.00%

 Team & Advisors

Liquidity (incl. BSC)

Intergrations and  
partnerships

RACCOONLINE 
Foundation

Reserve fund

Marketing 1

Liquidity for PancakeSwap

Tokensale

Funds to be used for providing liquidity on  
CEX and other DEX (except PancakeSwap)

Fund for partnerships

ROCC Ecosystem fund

Reserve fund

Marketing for tokensale

To create liquidity pool on PanckeSwap

Description

10.000.000

15.000.000

10.000.000

30.000.000

14.171.478

3.750.000

2.078.522

100.000.000

10.00%

15%

10.00%

30.00%

14.17%

3.75%

2.08

100%
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Vesting Schedule

White Paper

Total unlocked ROCC 100.000.000

100.000.000 6.141.166

OK

OK

OK

OK

OK

OK

OK

OK

OK

OK

OK

OK

OK

15.000.000 15.000.000 1.437.644

6.141.166

10.115.473 10.115.473 1.011.547

727.483 727.483 218.245

2.078.522 2.078.522 2.078.522

3.750.000 3.750.000 1.312.500

15.000.000 15.000.000 1.312.500

10.000.000 10.000.000 0

10.000.000 10.000.000 0

14.171.478 14.171.478 0

30.000.000 30.000.000

100.000.000

4.157.044 4.157.044 207.852

ROCC

ROCC

ROCC

ROCC

ROCC

ROCC

ROCC

ROCC

ROCC

ROCC

ROCC

ROCC

Monthly unlock

Tokensale

- Seed

- Private

- Public

Liquidity for PancakeSwap

MArketing 1

Liquidity (incl.BSC)

Intergrations and partnerships

Team & Advisors

Reserve fund

RaccoonLINe foundation

Unit Total amount Check Sum TGE

0
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Vesting Schedule

White Paper

Total unlocked 7.415.040

786.374

505.774

72.748

0

487.500

0

0

0

0

0

1.273.874

207.852

Monthly unlock

Tokensale

- Seed

- Private

- Public

Liquidity for PancakeSwap

MArketing 1

Liquidity (incl.BSC)

Intergrations and partnerships

Team & Advisors

Reserve fund

RaccoonLINe foundation

1 mon 2 mon 3 mon 4 mon 5 mon

8,688,915

786,374

505,774

72,748

0

487.500

0

0

0

0

0

1,273,874

207,852

15,945,161

786,374

505,774

72,748

0

487,500

1,710,938

1,250,000

1,250,000

1,771,435

0

7,256,246

207,852

17,219,035

786,374

505,774

72,748

0

487,500

0

0

0

0

0

1,273,874

207,852

18,492,909

786,374

505,774

72,748

0

487,500

0

0

0

0

0

1,273,874

207,852
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Vesting Schedule

White Paper

Total unlocked 32,761,656

786,374

505,774

72,748

0

0

1,710,938

1,250,000

1,250,000

1,771,435

7,500,000

14,268,746

207,852

Monthly unlock

Tokensale

- Seed

- Private

- Public

Liquidity for PancakeSwap

MArketing 1

Liquidity (incl.BSC)

Intergrations and partnerships

Team & Advisors

Reserve fund

RaccoonLINe foundation

6 mon 7 mon 8 mon 9 mon 10 mon

33,548,030

786,374

505,774

72,748

0

0

0

0

0

0

0

786,374

207,852

34,261,656

713,626

505,774

0

0

00

0

0

0

0

0

713,626

207,852

40,957,654

713,626

505,774

0

0

0

1,710,938

1,250,000

1,250,000

1,771,435

0

6,695,998

207,852

41,671,280

713,626

505,774

0

0

0

0

0

0

0

0

713,626

207,852
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Vesting Schedule

White Paper

Total unlocked 42,384,905

713,626

505,774

0

0

0

0

0

0

0

0

713,626

207,852

Monthly unlock

Tokensale

- Seed

- Private

- Public

Liquidity for PancakeSwap

MArketing 1

Liquidity (incl.BSC)

Intergrations and partnerships

Team & Advisors

Reserve fund

RaccoonLINe foundation

11 mon 12 mon 13 mon 14 mon 15 mon

56,580,904

713,626

505,774

0

0

0

1,710,938

1,250,000

1,250,000

1,771,435

7,500,000

14,195,998

207,852

57,294,529

713,626

505,774

0

0

0

0

0

0

0

0

713,626

207,852

58,008,155

713,626

505,774

0

0

0

0

0

0

0

0

713,626

207,852

64,704,153

713,626

505,774

0

0

0

1,710,938

1,250,000

1,250,000

1,771,435

0

6,695,998

207,852
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Vesting Schedule

White Paper

Total unlocked 65,417,779

713,626

505,774

0

0

0

0

0

0

0

0

713,626

207,852

Monthly unlock

Tokensale

- Seed

- Private

- Public

Liquidity for PancakeSwap

MArketing 1

Liquidity (incl.BSC)

Intergrations and partnerships

Team & Advisors

Reserve fund

RaccoonLINe foundation

16 mon 17 mon 18 mon 19 mon 20 mon

66,131,405

713,626

505,774

0

0

0

0

0

0

0

0

713,626

207,852

80,327,403

713,626

505,774

0

0

0

1,710,938

1,250,000

1,250,000

1,771,435

7,500,000

14,195,998

207,852

80,535,255

207,852

0

0

0

0

0

0

0

0

0

207,852

207,852

80,535,255

0

0

0

0

0

0

0

0

0

0

0

0
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Vesting Schedule
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Total unlocked 86,517,628

0

0

0

0

0

1,710,938

1,250,000

1,250,000

1,771,435

0

5,982,372

0

Monthly unlock

Tokensale

- Seed

- Private

- Public

Liquidity for PancakeSwap

MArketing 1

Liquidity (incl.BSC)

Intergrations and partnerships

Team & Advisors

Reserve fund

RaccoonLINe foundation

21 mon 22 mon 23 mon 24 mon

86,517,628

0

0

0

0

0

0

0

0

0

0

0

0

86,517,628

0

0

0

0

0

0

0

0

0

0

0

0

100,000,000

0

0

0

0

0

1,710,938

1,250,000

1,250,000

1,771,435

7,500,000

13,482,372

0

ROCC Vesting Chart

0 TGE

100000000

75000000

1
Mon

2
Mon

3
Mon

4
Mon

5
Mon

6
Mon

7
Mon

8
Mon

9
Mon

10
Mon

11
Mon

12
Mon

13
Mon

14
Mon

15
Mon

16
Mon

17
Mon

18
Mon

19
Mon

20
Mon

21
Mon

22
Mon

23
Mon

24
Mon

50000000

25000000

RACCOONLINE Foundation

Reserve fund

Team & Advisors

Intergrations and partnerships

Liquidity (incl. BSC)

Marketing 1

Liquidity for PancakeSwap

Tokensale
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ALCULATIONS, FORECASTS AND FORWARD-LOOKING STATEMENTS
 

The information set forth in this White Paper may not be exhaustive. The calculations and 
forecasts in this White Paper are essentially based on the experiences or assessments of the 
management of the Company. In this respect, this White Paper contains forward-looking 
statements, in particular subjective objectives of the future business development, which are 
associated with uncertainties and risks. Opinions, assumptions, assessments, (forward-
looking) statements or the like reflect the current state of perceptions and expectations of the 
Company and constitute only subjective views, beliefs, outlooks, estimations or intentions of 
the Company. These perceptions and expectations may contain perception errors and errors 
of assessment and thus prove to be incorrect. The calculations were made with care and with 
commercial caution. Nevertheless, it cannot be excluded that events or developments, which 
were not taken into account within the calculations and forecasts, lead to significant 
deviations of the actual results of the Company and thus possibly to a deterioration in the 
value of the Raccoonline VPN and the planned ROCCs. Opinions, assumptions, assessments, 
(forward-looking) statements or the like should not be relied on, are subject to change due to a 
variety of factors, including fluctuating market conditions and economic factors, and involve 
inherent risks and uncertainties, both general and specific, many of which cannot be predicted 
or quantified and are beyond the control of the Company. Therefore, there can be no 
assurance that the events and developments described in this White Paper can be achieved. 
The token purchaser bears the risk of deviating events and developments.

RACCOONLINE, RACCOONLINE VPN AND ROCC
 

The Company and the Raccoonline VPN have limited operating history, which makes it hard to 
evaluate its ability to generate revenue through operations.



The Company may be forced to cease operations for some reason. The Company may not 
successfully develop, market and launch the Raccoonline VPN and the ROCC and even if 
launched the Raccoonline VPN and the ROCC may not be widely adopted, may have limited 
users, could be subject to significant competition and may not be successful and not meet the 
expectations.



The Company exclusively offers to facilitate mediation of services and the handling of 
payments but is in no way responsible for the execution of the facilitated service via the 
Raccoonline VPN.
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The ROCC is a payment token (cryptocurrency) which does not substantiate any debt claim 
against the Company and comprises no further rights neither vis-à-vis the Company nor third 
parties, in particular no participation or membership rights, no voting rights, no ability to 
influence the Company’s decisions, no dividend rights, no subscription rights, no usage / utility 
rights and no access to services. ROCC does not represent an investment or a share in the 
Company. ROCC purchasers have no claim to any benefits and no right to return acquired 
ROCCs to the Company.



There is no assurance that ROCCs retain their value. There is no assurance that token 
purchasers will receive a return on or of their investment and are able to sell their ROCCs. 
Rather, there is the risk of deterioration in the value and a total loss of the investment.



Prices of tokens as the ROCC are extremely volatile, especially over short time horizons, and 
fluctuations in the price, which are to be expected, could materially and adversely affect the 
Company’s business.

RESTITUTION AND REPAYMENT EXCLUDED
 

Because ROCC is a mere payment token, restitution of ROCC to the Company and repayment 
of the purchase price by the Company are explicitly excluded. Purchasers of ROCC must 
therefore take into account that the money used to purchase ROCC might be tied in ROCC and 
can only be changed in fiat currencies or other cryptocurrencies via trading systems of third 
parties, insofar as such trading systems are available. Unless a third party is willing to acquire 
ROCC from the purchaser against fiat currencies or other cryptocurrencies, the purchaser of 
ROCC cannot sell ROCC and the acquired ROCC might become useless or worthless to the 
purchaser.

TRADEABILITY AND VALUE FLUCTUATIONS
 

Tradability of ROCC cannot be guaranteed. Although the Company aims that the ROCC will be 
listed on one or several trading systems for trading, it cannot be excluded that the Company 
fails to find one or several trading systems who are willing or able to list the ROCC for trading. 
Even if the Company succeeds to list the ROCC for trading at one or several trading systems, it 
cannot be excluded that because of the absence of buyer or seller no trading will take place.
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Even if the Company succeeds to list the ROCC on one or more trading systems for trading, it 
must be expected that the trading price and thus the value of the ROCC will be subject to 
substantial short-term fluctuations. Furthermore, it cannot be excluded that trading prices and 
thus the value of the ROCC will develop very differently on different trading systems. The 
development of the value of the ROCC on trading systems may also be affected massively by 
the development of the value of other cryptocurrencies, such as e.g. Bitcoin or Ether, even if 
the operating business of the Company provides no reason or starting point for any changes 
in value.



The Company does not guarantee that a trading system, in which the ROCC is listed, will 
perform or offer a transparent determination of the price or will be in the position to meet legal 
or regulatory requirements. The purchaser of ROCC must further consider that the trading of 
acquired ROCC probably will incur costs, which will have to be covered by the purchaser and 
which will further affect the value of the purchased or traded ROCC.

REGULATORY RISKS, NO REGULATORY AUDIT OR CLEARANCE
 

Currently, no specific regulations or legal requirements exist with respect to the content of this 
White Paper. Accordingly, this White Paper is not composed in accordance with, and is not 
subject to, laws or regulations of any jurisdiction, which are designed to protect investors. The 
content of this White Paper and its structure are solely based on the decisions of the 
management of the Company.



The Company assumes that the ROCC qualifies as a mere payment token and that the 
issuance, sale and purchase of ROCC and the payment of services via the Raccoonline VPN 
with ROCC – in each case performed by non-excluded third parties – is not subject to 
regulation and not subject to approval by any government agency. However, the legal 
environment of blockchain projects, distributed ledger technologies, smart contracts and their 
applications, in particular sales of cryptocurrencies (ROCC), is complex, evolving and not 
clearly regulated, neither national nor international. Therefore, it cannot be excluded that due 
to national or international regulatory or legal action or by reason of new jurisprudence, the 
issuance, acquisition, management (including trade) of or payment for products or services 
with cryptocurrencies is legally qualified differently, prohibited in whole or in part or possible 
only under certain conditions. The legal situation, thus, may change. This can lead to 
significant negative effects on the Company’s business model and the development of the 
value of the Company and the ROCC, e.g. in the case of a repatriation of ROCC or termination 
of the business operations as the result of an official directive and the bankruptcy of the 
Company and to the total loss of the investment.
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Furthermore, it cannot be excluded that third parties, who are offering the trading of crypto-
currencies such as the ROCC on their platform are prohibited to further offer their services as 
a trading platform in general or without an official permit, so that there might not be any 
trading platforms anymore to trade or exchange the ROCC into other cryptocurrencies or fiat 
currencies. Also this might result that ROCC become worthless.

FURTHER RISK FACTORS


GENERAL REMARK
 

Any IEO process involves risks that cannot be eliminated. The risks described hereinafter 
should not be considered as all the risks that exist. There may be additional risks that are not 
know or considered immaterial at this time, but if they do occur, they could have a 
substantially negative effect on the operation of the business, the operating results, or the 
financial situation of the Company. The order in which the risks are related, should not be 
interpreted as an index that indicates its possibility or that indicates its level of materiality. 



Each investor invests at its own risk.

BUSINESS RISKS
 

The capital invested in the IEO is not guaranteed and could in an extreme case be entirely lost. 
The projects financed through the funds collected through the IEO are at an early stage of 
development and based on assumptions that could turn out to be overly optimistic or just 
unrealistic. There is no way to anticipate with certainty the success of the projects and the 
Company at the time of investing in the IEO. It is also possible that the blockchain and the 
Company’s tokenized ecosystem (the Raccoonline VPN) will not be used by many individuals, 
companies and other entities or that there will be limited public interest in the creation and 
development of the Raccoonline VPN. Such a lack of use or interest could negatively impact 
the development of the Raccoonline VPN and the potential utility of the token, including its 
utility for obtaining services.

OPERATIVE RISKS
 

The Company is a start-up and has just a short operating history against which purchasers of 
the token may consider the appropriateness of purchasing the token.
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Many risks and uncertainties affect start-up and early stage companies, which often have very 
limited operating history, profits or cash flow. There can be no assurance of the success of 
such enterprises. Their potential must be considered in light of the problems, expenses, 
difficulties, complications and delays frequently encountered in connection with new or 
developing businesses, including technology risks, unproven business models, untested plans, 
uncertain market acceptance, competition and lack of revenues and financing.



The technological fields and markets that many start-up and early stage companies address 
have undergone and are expected to continue to undergo rapid and significant change. Rap-id 
technological developments may result in the technology of companies becoming obso-lete, 
uneconomical or uncompetitive before any commercial success or financial return can be 
achieved. Numerous other risks may affect developing companies and ventures, including 
risks that products or services will be found to be ineffective, unreliable, unsafe or 
uncompetitive and risks that such companies’ technologies, products or service will not 
achieve market acceptance or penetration. Market acceptance of new products, services or 
technologies depend on many factors and uncertainties and cannot be assured.



In a start-up business, the loss or disability of a key person(s) can result in significant financial 
hardship, in some cases the failure of the company. More than other businesses, start-ups are 
highly dependent on the skills and contributions of very few key employees.



Any projections, forecasts, plans or other forward-looking statements are subject to numerous 
risks, uncertainties, changing circumstances and other factors that could cause actual results, 
performance, plans, prospects, operations and opportunities to differ materially from any 
forward-looking statements, including competition, inability to identify and do business with 
appropriate customers, existing and future law and regulations, liabilities under the securities 
laws, inability to hire, retain or qualify sufficient management and staff, general economic 
conditions, rapid technological change, cost overruns, delays in bringing products or services 
to market, marketing failures, difficulty in penetrating markets, delays or failures in developing 
anticipated capabilities, products or services, failure to obtain necessary regulatory approvals, 
insufficient funding, lack of availability of capital, rates of economic growth, levels of 
consumer and business spending, conditions in the technology and financial industries, 
dependence on strategic partners and business relationships, unproven business models, 
adverse developments affecting customers and end-users, fluctuations in securities markets 
and valuations, limited marketing, expansion risks, losses and costs, uncertain revenues and 
profitability, conditions in particular industries, accounting problems, costs, delays and 
liabilities arising from legal proceedings, failure to obtain and maintain intellectual property or 
proprietary rights and management failures.
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LACK OF FINANCING OF THE COMPANY
 

The Company as a young company depends on generating adequate funding for the 
development and expansion of the business (including the maintenance of an infrastructure 
for using the token). Should the Company not be successful in generating adequate funding, 
e.g. in the event of failure of the IEO, there is a risk that the Company cannot develop and 
expand its business operations as planned and as the case may be has to wholly or partly 
cease its business operations or even declare itself insolvent. Such a development could have 
a lasting negative effect on the usability or intrinsic value of the token until they become 
useless or worthless.

REGULATORY AND LEGAL RISKS
 

Reference is made to the information in the Legal Disclaimer section above.



The token is not being structured or sold as securities or any other form of investment 
product. Accordingly, none of the information presented in this Whitepaper is intended to form 
the basis for any investment decision, and no specific recommendations are intended. The 
Company expressly disclaims any and all responsibility for any direct or consequential loss or 
damage of any kind whatsoever arising directly or indirectly from:

reliance on any information contained in this White Paper;

any error, omission or inaccuracy in any such information;

or any action resulting from such information.



The regulation of IEOs is in development and at different stages of maturity in different 
markets. Further regulatory developments are expected to take place during 2020. In this 
dynamic regulatory environment, the Company does every effort to comply with known 
regulations, to anticipate regulatory trends, and to promote an IEO practice that grants best 
possible consumers’ / investors’ protection, accordingly. There is a risk that the regulation may 
develop in a way unfavorable to IEO and IEO participants. By no means are investors protected 
in their investments to a level comparable to when investing in fully regulated financial 
products. This risk is amplified in the case of international investors and due to the significant 
differing status of IEO regulations internationally.



It is possible that, due to any number of reasons, including, but not limited to, an unfavorable 
fluctuation in the value of Bitcoin, Ether, or other cryptocurrencies, decrease in token’s utility 
(including its utility for obtaining services), the failure of commercial relationships, or 
intellectual property ownership challenges, the Raccoonline VPN may no longer be viable to 
operate and the Company may dissolve.



www.raccoonline.com 25

White Paper

It could be, as a way of illustration, that regulatory actions could negatively impact the 
Raccoonline VPN and the token through a determination that the token is a regulated financial 
instrument that requires registration or licensing. The Raccoonline VPN may cease operations 
in a jurisdiction, or undergo significant redefinitions, if such regulatory actions make it 
commercially undesirable to obtain the necessary regulatory approval(s) to operate in such 
jurisdiction.



Investors are obliged to identify themselves prior to purchasing the token in accordance with 
the anti-money laundering regulations and regulations on the financing of terrorism and on tax 
evasion and to this end to disclose its personal data to the Company. Investors of the token 
should anticipate that the company may be compelled to disclose such personal data 
collected to competent authorities, because of national or international official or statutory 
measures.

FINANCIAL RISKS
 

In a first phase, the token is intended to be used solely on the Raccoonline VPN and the 
Company does not support or otherwise facilitate any secondary trading or external valuation 
of it. This restricts the contemplated avenues for using the token to obtain Services or access 
the Raccoonline VPN, and could therefore create illiquidity risk for the token holders. When 
secondary trading of the token is facilitated by third party exchanges, such exchanges may be 
relatively new and subject to little or no regulatory oversight, making them more susceptible to 
market-related risks.



Furthermore, to the extent that third-parties do ascribe an external exchange value to the 
token, such value may be extremely volatile (as evidenced by price fluctuations in other crypto 
assets) and diminish to zero. It also possible that no secondary exchange develops for the 
token or that the terms of exchange turn out to be extremely negative for the token holders. 
Then, the trading of the token or their exchange into national currencies (fiat) may be subject 
to limitations. Finally, unlike bank accounts or accounts at some other financial institutions, 
the token is uninsured unless the holder specifically obtains private insurance to insure it. 
Thus, in the event of loss or loss of utility value, there is no public or private insurance 
arranged by us, to offer recourse to the holder.

TECHNOLOGICAL/ SECURITY RISKS
 

The investor bears the entire responsibility regarding the secure storage of the private key 
(necessary to access and use the token). 
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The loss or theft of the private key means loss of the token. The distributed ledger or 
blockchain technology that underpins the token is still largely untested. There may be flaws in 
the code or programs that are used to create, transfer or store the tokens. Investors may not 
be able to access or control their tokens, or the tokens may be stolen, e.g., in case of a hack. 
More generally, the technology may not function quickly and securely, e.g. during peaks of 
activity.



Because the token and the Raccoonline VPN outer interactions are based on the Binance 
Smart Chain (BSC) protocol, any malfunction, breakdown or abandonment of the Binance 
Smart Chain (BSC) protocol may have a material adverse effect on the Raccoonline VPN or 
token. Moreover, advances in cryptography, or technical advances such as the development of 
quantum computing, could present risks to the token and the Raccoonline VPN, including the 
utility of the token for obtaining services, by rendering ineffective the cryptographic consensus 
mechanism that underpins the Binance Smart Chain (BSC) protocol.



The smart contract system has been, on a reasonable effort basis, audited and approved by 
technical experts. The technical experts have confirmed that the smart contract system has, 
with regard to both accuracy and security, been programmed according to the current state of 
the art. However, the investor understands and accepts that smart contract technology is still 
in an early development stage and its application of experimental nature which carries 
significant operational, technological, financial, regulatory and reputational risks. Accordingly, 
the investor understands and accepts that the audit does not amount to any form of warranty, 
including direct or indirect warranties that the smart contract system is fit for a particular 
purpose or does not contain any weaknesses, vulnerabilities or bugs which could cause, inter 
alia, the complete loss of tokens.



As with other decentralized cryptographic tokens based on the Binance Smart Chain (BSC) 
protocol, the tokens are susceptible to attacks by miners during validating token transactions 
on the Binance Smart Chain (BSC) blockchain, including, but not limited, to double-spend 
attacks, majority mining power attacks, and selfish-mining attacks. Hackers or other malicious 
groups or organizations may attempt to interfere with the Raccoonline VPN or token in a 
variety of ways, including, but not limited to, malware attacks, denial of service attacks, 
consensus-based attacks, Sybil attacks, smurfing and spoofing. Any successful attacks 
present a risk to the Raccoonline VPN and token, including, but not limited to, accurate 
execution and recording of transactions involving the token.



It is possible that alternative platforms could be established that utilize the same open source 
code and protocol underlying the Raccoonline VPN and attempt to facilitate services that are 
materially similar to the Services.
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The Raccoonline VPN may compete with these alternative platforms, which could negatively 
impact the Raccoonline VPN and the token, including the token’s utility for obtaining Services.



The Raccoonline VPN is still under development and may undergo significant changes over 
time. We may have to make changes to the specifications of the token or the Raccoonline VPN 
for any number of legitimate reasons. This could create the risk that the token or the 
Raccoonline VPN, as further developed and maintained, may not meet your expectations at 
the time of acquiring the token. Furthermore, despite our good faith efforts to develop and 
maintain the Raccoonline VPN, it is still possible that the Raccoonline VPN will experience 
malfunctions or otherwise fail to be adequately developed or maintained, which may 
negatively impact the Raccoonline VPN and the potential utility of the token, including its utility 
for obtaining services.

TAX RISKS

 

The tax characterization of tokens is under development in different jurisdictions and may vary 
even within jurisdiction. Investors and token holders must seek their own tax advice in the 
relevant jurisdictions in connection with acquiring tokens, which may result in adverse tax 
consequences, including withholding taxes, income taxes and tax reporting requirements.

The possibility should not be excluded therefore that transactions with cryptocurrencies both 
with the Company and with buyers lead to tax burdens that put a strain on the operational 
activities of the company or the usability or intrinsic value of purchased token until they 
become useless or worthless.

OTHER RISKS

 

Because the token confers no governance rights of any kind with respect to the Raccoonline 
VPN, all decisions involving the Raccoonline VPN will be made by the Company at its sole 
discretion, including, but not limited to, decisions to discontinue the Raccoonline VPN, to offer 
more tokens for use in the Raccoonline VPN, or to liquidate the Company. These decisions 
could adversely affect the Raccoonline VPN and the utility of the token, including the token’s 
utility for obtaining services.



Each of the risks represented can have lasting negative effects on the usability and intrinsic 
value of the token in its own right. The possibility is not excluded of several risks simultaneously 
materialising, mutually triggering or reinforcing each other and thus further increasing the 
lasting negative effects. Both the materialisation of individual risks and the materialisation of 
cumulative risks can lead to the complete uselessness or worthlessness of the token.
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PRIVACY​ ​POLICY

Last Updated: 13th March 2024



Please read carefully this Privacy Policy as it affects your obligations and legal rights. This 
Privacy Policy is an independent legal document. Your rights and obligations when you use 
Raccoonline project infrastructure, including the Raccoonline project Services, Websites and 
Apps maintained at https://raccoonline.com (hereinafter the “Website”), are also defined by 
the following documents (agreements): THE RACCOONLINE PROJECT USER AGREEMENT, any 
other terms we let you know about. The absence of one document or all of the listed 
documents doesn’t affect the validity of this Privacy Policy.

SECTION 1 – GENERAL CONDITIONS
 

Our Privacy Policy governs the terms of using the Raccoonline project infrastructure, including 
the Raccoonline project Website, and/or participation in the Raccoonline project, general rules 
of User’s Personal Data processing by the Website Owner. Any terms not defined in our 
Privacy Policy, have the meaning as specified in THE RACCOONLINE PROJECT USER 
AGREEMENT.



We follow all legal requirements to protect your privacy. Our Privacy Policy is a legal statement 
that explains what information of yours we will collect when you use the Website and/or 
participate in the Raccoonline project, how the information will be used, and how we will share 
and protect the information. 



EACH USER MUST CAREFULLY READ AND COMPLY WITH THIS POLICY.



By using the Website and/or acquiring ROCC token (tokens) you confirm that you agree to 
these Terms of Our Privacy Policy. If you do not agree with this Privacy Policy in general or any 
part of it, you should withhold from using the Website and/or acquiring ROCC token.



YOU ALSO AGREE THAT ANY INFORMATION ABOUT YOU, COLLECTED BY US IS 
TRANSFERRED WITH YOUR CONSENT.



You provide and guarantee to us the right to process your personal data, including the right to 
perform the following actions to process your personal data (fully or partially in an automated 
system): storing, registration, changing, restoring, and removing. Also you agree that your 
personal data is included in the personal data base and any additional notification is not 
required.
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SECTION 2 – DEFINITIONS
 

2.1. In this Privacy Policy the following terms have meanings as described in the Definition 
section below:



2.1.1. “Website” shall mean the website maintained at https://raccoonline.com ;



2.1.2. “Personally identifiable information​” (hereinafter – “Personal Information​” or “Personal 
Data​”) shall mean any information that can be directly associated with a specific person and 
can be used to identify that person (including the information about your activities, such as 
information about your usage of the Website, when directly linked to personally identifiable 
information, including automatically collected). We do not consider Personal Data to include 
information that has been anonymized so that it does not identify a specific User.



2.1.3. “Controller” (data controller) means a legal person, which determines the purposes and 
means of the processing of personal data.



2.1.4. “Processor” means a natural or legal person, which processes personal data on behalf 
of the Controller.



2.1.5. “Website Owner” (“We”, “Us” or “Our”) means a legal person (entity) – 
__________________________________, which owns the exclusive rights for the objects of 
intellectual property – the Website. __________________________________ is registered in 
compliance with the requirements of the ___________________.



2.1.5.1. _____________________________ is also a legal person, which determines the purposes 
and means of the processing of personal data and which processes personal data. 
Accordingly _____________________________ is Controller and Processor in the meaning which is 
specified in paragraphs 2.1.3. and 2.1.4. of this Privacy Policy. However, there is the other 
person who processes personal data on behalf of Controller.



2.2. The other terms and notions used in this Privacy Policy shall be understood in accordance 
with THE RACCOONLINE PROJECT USER AGREEMENT.

SECTION 3 – ​INFORMATION WE COLLECT AND​ ​PROCESS
 

3.1. The User hereby expressly consents to provide to Us, immediately upon Our notice of 
request, information (including Personal Data) that We, in Our sole discretion, deem to be 
required to maintain compliance with any law, regulation or policy. 

https://raccoonline.com
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This includes, but is not limited to, passports, government identification cards, driver’s 
licences, utility bills, and other categories of documents for address proofing, your photo with 
clearly readable ID for proof.



3.2. The above mentioned documentation, described in paragraph 3.1., may be requested by 
the Website Owner prior to activating your account on the Website and/or any services 
available through the Website. Any doubts as to validity, authenticity and genuineness of the 
documents, provided by you shall be considered a valid reason to refuse you access to Our 
services and Website.



3.3. The User, You hereby expressly consent, represent and warrant that any and all 
information provided to Us is valid, current, complete and accurate.



3.4. We collect Personal Data from running the Website and use information, provided to Us by 
you, sent to Us by usage of your computer, mobile phone, or other access device, which may 
include Your ETH wallet address (public Ethereum address), IP address, audio and video feed, 
device information including, but not limited to, IMEI and serial device number, name and type 
of operating system, mobile network information and standard web log information, such as 
your browser type, and the pages you accessed on Our Website. When you use a location-
enabled device with Our Website and products, we may collect geographical location data or 
use various means to determine the location, such as sensor data from your device that may, 
for instance, provide data on nearby cell towers and Wi-Fi access spots.



3.5. If you are Racconline project participant, in addition to the information noted in the 
paragraph 3.4., We may collect and store the following types of Personal Data: first name, 
email, date of birth.



3.6. We also collect and store such information as: User requests to support regarding the 
work of the Website and its related services and other issues as well as similar texts of User 
requests.



3.7. We reserve the right to request from You additional information to maintain compliance 
with any law, regulation or policy. We may also obtain information about You from third parties 
such as identity verification services and/or AML/KYC service providers.



3.8. When you access the Website We (or Google Analytics or similar service provider on our 
behalf) may place small data files called cookies on your computer or other device. We use 
these technologies (as well as other similar technologies) to recognize You as our User; 
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customise our Website and advertising; measure promotional effectiveness and collect 
information about your device or other access device, and also to mitigate the risk of device 
compromising, help prevent fraud, and promote trust and safety. You may control the use of 
cookies within your internet browsers’ settings. If you reject or delete certain cookies, be 
aware that the performance of the related features and functions of our Websites and services 
may be impaired.



3.9. YOU AGREE THAT YOUR PERSONAL DATA MAY BE PROCESSED AND STORED BY US 
AND/OR OUR COUNTERPARTIES DURING THE PERIOD OF TIME THAT IS PRACTICALLY 
NECESSARY TO FULFIL THE AIMS AND PURPOSES OF THE RACCOONLINE PROJECT.

SECTION 4 - HOW WE USE YOUR INFORMATION
 


4.1. We collect, process and store only the User’s Personal Data that we need for their use of 
the Website and/or participation in the Raccoonline project. In particular, we use your Personal 



� administer Our Website and/or provide services related to the Raccoonline project�

� to organize and conduct Raccoonline project, including a possible token sale�

� to develop new products and services�

� to personalize Our Website for you�

� to send you technical notices, support and administrative messages�

� to communicate with you about products, services, promotions, events and other news and 

information we think will be of interest to you�

� to monitor and analyze trends, usage and activities in connection with the Website�

� to provide third parties with statistical information about Our Users�

� to detect, investigate and prevent fraudulent transactions and other illegal activities and 

protect the rights and property of the Website Owner and others�

� to verify compliance with any terms and conditions governing the use of Our Website and/

or the Raccoonline project infrastructure.




We use the information we receive from you as follows:



Data to�
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4.2. The Website Owner is a data Controller and Processor. Upon instructions from the 
Website Owner other persons can also act as a Processor. In particular, other persons may 
process your Personal Data on behalf of the Website Owner if there is an objective Website 
Owner's need to control/process or store information at the Website Owner's counterparties 
(such as AML/KYC service providers) or agents.

​SECTION ​5 - ​PERSONAL​ ​DATA​ ​PROTECTION​ ​AND​ ​STORAGE
 

5.1. The Website Owner will do any and all efforts and actions prescribed by Applicable Law to 
store any of your Personal Data in secrecy by means of, including but not limited to firewalls 
and data encryption, physical access controls to Our data centers, and information access 
authorization controls (which are designed to comply with Applicable Law and regulations), 
authorization of access to Personal Data only for those employees or contractors who require 
it to fulfill their job or service responsibilities.



5.2. We store and process and may transfer your Personal Data to our servers in France, where 
our facilities or our service providers are located. It may also be processed by staff operating 
who work for Us or for one of Our service providers. Staff may be engaged in the fulfillment of 
Our services and/or the processing of your details and the provision of support services. By 
submitting your Personal Data, you agree to this transfer, storing, or processing. We will take 
all steps reasonably necessary to ensure that your Personal Data is treated securely and in 
accordance with this Policy. Third parties may be located in other countries where the laws on 
processing of Personal Data may be less stringent than in your country. From time to time, the 
Personal Data may be also stored in other locations, and in such cases We will ensure that the 
Personal Data will be stored and processed with the reasonable level of care and security.

SECTION 6 - THIRD​ ​PARTIES
 

6.1. We may share your personal information with�

� service providers under contract who help with our business operations�

� Our banking partners�

� companies that We plan to merge with or be acquired by (should such a combination 
occur, We will require that the newly combined entity follow these terms with respect to 
your Personal Data)�

� third party identity verification services for fraud prevention purposes;
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SECTION 7 - INTEGRATING THIRD PARTY SERVICES AND LINKS
 

7.1. Our Website and services may, from time to time, contain links to and from the websites 
of Our partner networks, advertisers, and affiliates (including, but not limited to, websites on 
which the Website is advertised). If you follow a link to any of these websites, please note that 
these websites and any services that may be accessible through them have their own Privacy 
Policy and that We do not accept any responsibility or liability for these policies or for any 
Personal Data that may be collected through these websites or services, such as contact and 
location data. Please check these policies before you submit any Personal Data to these 
websites or use these services.

SECTION 8 – PROTECTING CHILD'S PRIVACY
 

8.1. The Website and/or the Raccoonline blockchain are not designed for use by anyone under 
the age of 18 (and even over if the legislation of your jurisdiction provides acquiring the full 
dispositive legal capacity of a natural person over // If “over” – then does not make common 
sense. Meant to be “under” ?// the age of 18). As parent of a Child, you understand that you 
are legally liable for any transactions created by the Child. If you are a Child, you should 
withhold from using the Website and/or the Raccoonline blockchain.

SECTION 9 -​ ​RETAIN​ ​INFORMATION
 

9.1. In accordance with applicable laws and as needed to provide services to our Users, we 
may hold your Personal Data. This requirement is conditioned by the need of complying with 
legal obligations and resolving possible disputes. We may retain your Personal Data for as 
long as your account is active. Moreover, your Personal Data may be held beyond the above 
mentioned period till it is indispensable for Us to have relevant information to respond to any 
issues that may arise later. 

� law enforcement, government officials, or other third parties when We are compelled to do 
so by a subpoena, court order, or similar legal procedure; or We believe in good faith that 
the disclosure of Personal Data is necessary to prevent physical harm or financial loss, to 
report suspected illegal activity or to investigate violations of any of Our policies�

� Our Personal Data processing counterparties or agents, hired by or cooperating with Us, 
whose services are required by Us from the practical point of view�

� other third parties according to terms of this Privacy Policy.
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In accordance with the existing legislative requirements, your Personal Data will not be stored 
by Us longer than the deadline which is determined by the goals and objectives (specified in 
SECTION 4 of this Privacy Policy) for achieving which we collect and process your Personal 
data.

SECTION 10 -​ ​SECURITY
 

10.1. We use relevant electronic and procedural safeguards to protect the privacy of the 
information you provide to Us from loss and illegal disclosure.



10.2. PLEASE NOTE THAT TRANSMISSION OF DATA OR INFORMATION (INCLUDING 
COMMUNICATIONS BY EMAIL) OVER THE INTERNET OR OTHER PUBLICLY ACCESSIBLE 
NETWORKS IS NOT ONE HUNDRED PERCENT SECURE. PLEASE NOTE THAT WE ARE NOT 
LIABLE FOR THE SECURITY OF ANY DATA YOU ARE TRANSMITTING (WHICH MEANS IN THE 
PROCESS OF DATA TRANSFERRING) OVER THE INTERNET OR OVER THE OTHER METHOD 
WHICH IS BEYOND OUR CONTROL (IN PARTICULAR, NETWORKS THAT PROVIDES INTERNET 
ACCESS).

SECTION ​11 -​ ​ PRIVACY POLICY UPDATES AND AMENDMENTS
 

11.1. We reserve the right to modify or amend this Privacy Policy at any time. You should 
review this Privacy Policy frequently. Your continued usage of the Website shall mean your 
acceptance of those amendments and updates.

SECTION 12 – CONTACT US
 

12.1. “How to remove all of your Personal Data?”

You have the right to require correction of your Personal Data, updating, complete removal or 
removal of incorrect and/or inaccurate Personal Data by sending us an email to 
support@raccoonline.com.



12.2. “How to prohibit Personal Data processing if you allow this before? How to get all of 
your Personal Data collected by us?” 

If you want to prohibit Personal Data processing or get all of your Personal Data collected by 
us, you can send us required information via email support@raccoonline.com.



12.3. If you have any questions concerning this Privacy Policy, please contact us via email 
support@raccoonline.com.



